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ObjectiveCourse  

 

  teaches information security professionals how professional real-

life penetration testing are conducted. 

  Building on the knowledge, skills and abilities covered in the new 

CEH v10 program, we have simultaneously re-engineered the ECSA 

program as a progression from the former.  

 These skills will help you foster resiliency and continuity of 

operations during attacks. 

 identify different issues arising during an organization-wide security 

planning and how to avoid and eliminate them. 

 

Target Audience 

 
 Ethical Hackers. 

 Penetration Testers. 

 Security Analysts. 

 Security Engineers. 

 Network Server Administrators. 

 Firewall Administrators. 

 Security Testers. 

 System Administrators. 

 Risk Assessment Professionals. 

 

 

   

EC-Council Certified Security Analyst 

v10 
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Course Outline 
 
 Introduction to Penetration Testing and Methodologies 

 Penetration Testing Scoping and Engagement Methodology 

 Open Source Intelligence (OSINT) Methodology 

 Social Engineering Penetration Testing Methodology 

 Network Penetration Testing Methodology - External 

 Network Penetration Testing Methodology - Internal 

 Network Penetration Testing Methodology - Perimeter Devices 

 Web Application Penetration Testing Methodology 

 Database Penetration Testing Methodology 

 Wireless Penetration Testing Methodology 

 Cloud Penetration Testing Methodology 

 Report Writing and Post Testing ActionsModule  

 Password Cracking Penetration Testing 

 Denial-of-Service Penetration Testing 

 Stolen Laptop, PDAs and Cell Phones Penetration Testing 

 Source Code Penetration Testing 6. Physical Security Penetration 

Testing 

 Surveillance Camera Penetration Testing 

 VoIP Penetration Testing 

 VPN Penetration Testing 

 Virtual Machine Penetration Testing 

 War Dialing 

 Virus and Trojan Detection 

 Log Management Penetration Testing 

 File Integrity Checking 

 Telecommunication and Broadband Communication Penetration 

Testing 

 Email Security Penetration Testing 

 Security Patches Penetration Testing 
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 Data Leakage Penetration Testing 

 SAP Penetration Testing 

 Standards and Compliance 

 Information System Security Principles 

 Information System Incident Handling and Response 

 Information System Auditing and Certification 

 

 The Feature Of Asia Master Training And Development Center 

 we pick up the customer from the airport to the hotel. 

 we give the participant training bag includes all the necessary tools 

for the course. 

 Working within groups to achieve the best results. 

 All our courses are confirmed and we do not postpone or cancel the 

courses regardless of the number of participants in the course. 

 We can assist you in booking hotels at discounted prices if you wish 

to book through us. 

 We offer the certificate from Asia Masters Center for Training and 

Administrative Development. 

 

The Cost Of The Training Program Includes The Following: 

 
1) Scientific article on flash memory. 

2) Training Room. 

3) Training. 

4) Coffee break. 

5) The training bag includes all the tools for the course. 
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Price (USD) 

 
Communicate with the training department 

to know the participation fees 
 There are offers and discounts for groups 

 

details of the bank accountThe  

Bank name: CIMB Bank Berhad 
  Account name: Asia Masters Center SDN. BHD 

Bank account number: 80-0733590-5 
 Swift code: CIBBMYKL 

IBAN: Null 

 
 


